
Internal Audit – Information Governance

Appendix A-4

1. Background

1.1. This report summarises the findings from the audit of Information Governance.  This was a planned audit assignment undertaken in accordance 
with the 2019/20 Audit Plan. 

1.2. Information Governance is important to the organisation because effective arrangements protect information from a wide range of threats, in 
order to ensure business continuity and minimise business damage.  The preservation of the confidentiality, integrity and availability of 
information is, therefore, essential to the Council, as risks around breaches of information legislation include reputational damage and potential 
financial penalties.

1.3. The review assessed whether the Council has adequate and effective arrangements in place to manage information, safeguard personal data and 
store and retain information appropriately in line with legislation and business need.

2. Audit Approach

2.1. Audit Objectives and Methodology

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 
relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the 
five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this 
report.

2.2. Audit Scope and Limitations
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2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was Sarah 
Pemberton (Head of Governance & Commercial (Monitoring Officer) and the agreed scope of the audit was to provide assurance over 
management’s arrangements for governance, risk management and internal control in the following areas:

 Council compliance with information legislation, standards and codes of practice;

 Council policies, procedures and guidance and availability to Council staff; and
 Security of records, data and supporting documentation (physical and digital records).

2.2.2.  There were no instances whereby the audit work undertaken was impaired by the availability of information

3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied.  The definition 
for each level is explained in Appendix A.

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Information Governance 
provide Partial assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 

4.2. There are 12 audit recommendations are arising from this audit review and these can be summarised as follows:
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4.3. Strengths: The following areas of good practice were identified during the course of the audit:
 Mandatory General Data Protection Regulations/ Data Protection training is given to all staff;

 The Council’s Privacy Statement is published on the Copeland Borough Council website;

 Digital records subject to regular back up;

 Employees’ Code of Conduct and Confidentiality Statement sets out what staff can and cannot do with the personal data to which they have 
access; and

 Subject Access Requests examined were tracked and monitored.

No. of recommendations

Control Objective High Medium Advisory

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1.) 0 2 0

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2.) 2 1 0

3. Information - reliability and integrity of financial and operational information (see section 5.3) 1 1 2

4. Security - safeguarding of assets (see section 5.4) 1 2 0

5. Value - effectiveness and efficiency of operations and programmes (see section 5.5) 0 0 0

6. Other considerations from previous audits (see section 5.6)
- Implementation of previous recommendations/impact of outstanding recommendations.
- Other matter(s) for report delete if not required

- - -

Total Number of Recommendations 4 6 2
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4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues:
 Policies and procedures should be published on the intranet and the search mechanisms be improved so that they are easily accessible to all 

staff;

 A policy and guidance is required for staff dealing with information security breaches;

 A draft Records Management Procedure was produced in May 2016, however, it has not been approved; and

 A Central Register of Information Sharing Agreements between departments and/or external organisations is produced.

4.4.2. Medium priority issues:
 The Draft Records Retention and Disposal policy should be updated and approved before being implemented;

 A Records Management procedure covering the whole lifespan of records should be put in place;

 Policy owners should be  reminded of the status of policies and procedures for which they are responsible to ensure that they are updated 
when they are due for review;

 A register is created listing all systems and  their authorised users together with access/permission levels that have been granted;

 A training programme is provided for key employees responsible for processing subject access and third party requests for personal data; and

 The Document Retention Policy should be approved and authorised and reviewed annually by the Data Protection Officer to ensure Value for 
Money.

4.4.3. Advisory issues:
 Records should be maintained of documents that have been destroyed, sufficient details should be recorded to enable identification of which 

records have been destroyed; and

 Managers should be reminded of the requirement to reappraise the contents of archive boxes whenever appraisal/destruction dates are 
reached.
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Comment from the Chief Executive
This is really an important part of Council Governance and I am disappointed that in several instances Audit has failed to recognise the 
considerable work done in this regard.  That said I am pleased that we have been able to confidently address many issues as being addressed 
and know with the return of our officer in the coming months that progress will be made.
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5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.
 ● Medium priority  

Audit finding Management response

(a) Clear policies are in place for Corporate Information Security/Records Management
Although there is a Draft Records Retention and Disposal policy, dated August 2016, it has not 
been formally approved and communicated.  There is also working copy of a document retention 
schedule, which details retention periods for various documents by department.  However, there 
was no evidence that this had been ratified.

This issue was raised in the Information Security and Records Management report issued in July 
2015 - Recommendation – AR-C_093

Recommendation 1:
1. The Records Retention and Disposal policy should be reviewed and updated prior to approval;
2. Review the Document Retention Schedule prior to being made available to all staff responsible 

for document retention / disposal.

Agreed management action: 
These will be reviewed and updated by the new 
DPO on return with new manager roles and 
responsibilities.  
It will then go for approval and sent to Comms for 
publishing on intranet.

Risk exposure if not addressed:

 Documents could be retained for longer than required (potentially being in breach of Data 
Protection legislation);

 Staff are unaware of the policy  and do not comply with any stipulated requirements.

Responsible manager for implementing: 
Data Protection Officer (DPO)
Date to be implemented:
Dec/2019
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  ● Medium priority  

Audit finding Management response

(b) There are no clear lines of responsibility for records held in the CBC archive, review of data 
retention and disposal.

Individual departmental managers are responsible for any documents sent to the archive.  
Following testing, it was confirmed that once paper documents are archived, there is no review to 
confirm disposal action is taken.

Inform Consult were commissioned to review information governance and GDPR readiness.  They 
issued a report in April 2018, noting 203 of 402 (50%) information assets were (at least in part) 
paper based.

Information provided during the audit indicated archive boxes have no destruction date or are 
annotated ‘never destroy’.

Recommendation 2:
Records Management procedure should be put in place covering the complete lifecycle of records 
and include:

 Allocation of responsibilities;

 Retention and updating records of what is stored in the archive;

 Guidance for staff and be subject to regular reviewed.

Agreed management action: 
The Inform Consult extraction comment is out of 
date.  There are now 430 assets which are 
electronically held on Sharepoint.

There is an archive log which clearly states who 
owner is and where responsibility lies.
Majority of archived records do have destruction 
dates, a minority state “do not destroy”, which is 
different to saying have nothing stated on them.

On the archive log there is a facility to record 
destruction of records details.

Owners of information need to be asked to update 
records in archive.  Managers need to take 
responsibility.  Can cover this off with a blanket 
email to all managers asking to review their 
archiving.

Action: review and refresh off the archive log 
which will be done on a systematic basis with 
engagement from each department
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Risk exposure if not addressed:

 Filing systems are inefficient and are not regularly reviewed, resulting in information not being 
quickly and easily retrievable;

 Records are not correctly classified and so not managed correctly;

 It may not be possible to know what documents are kept in the archive if there are no records 
of what has been deposited;

 Documents may be retained unnecessarily.

Responsible manager for implementing: 
DPO 
Date to be implemented:
Dec/2019
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
  ● Medium priority  

Audit finding Management response

(a) Policies and procedures are not updated on a regular basis.
The aim of the Council is that only current policies and procedures should are published on the 
intranet.  The Policy Officer is reviewing all policies and procedures to ensure that they are up to 
date and to identify their ownership and status.

The Policy Officer confirmed there are multiple versions of policies and procedures where 
currently it is not possible to identify the owner.

Recommendation 3:
Policy owners should be made aware of the status of policies and procedures for which they are 
responsible to ensure they are updated on a regular basis

Agreed management action: 
Recruited a new Policy Officer in 2018 – this falls 
within her remit.

The officer is working with all managers to update 
master spreadsheet with all current policies and 
procedures with a noted date for periodic review.

Risk exposure if not addressed:

 Staff are unaware of the policies and so do not comply with any stipulated requirements;

 Publication and use of policies and procedures, which are out of date or no longer relevant;

 Policies no longer reflect current working practices.

Responsible manager for implementing: 
Policy Officer
Date to be implemented:
Mar/2020
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 ● High priority  

Audit finding Management response

(b) Policies procedures and guidance readily available to staff.
All current policies and procedures should be available on the intranet.  However, there are 
difficulties with the search mechanisms on the intranet despite there being an Information 
Management landing site it is not easy to search for and find information.

Recommendation 4:
The Information Management landing site on the intranet should be re-designed to make 
searching for and accessing policies and procedures easier.

Agreed management action: 
This is a Comms responsibility for publishing on the 
intranet.   However, search on information 
governance on intranet does not return required 
document, or, things cannot be found.  
This is an IT issue and audit rec will be passed to IT 
manager.

Disagree with priority setting and finding as part of 
this audit. 
This issues stated in (b) are already well 
documented as part of IT website project.  

Risk exposure if not addressed:

 Staff may not be aware of the existence of policies and procedures which affect them and their 
work.

Responsible manager for implementing: 
ICT Manager
Date to be implemented:
Dec/20109
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● High priority  

Audit finding Management response

(c) There is no policy or guidance on dealing with information security breaches.
Although a record of data breaches is maintained, no written procedure regarding the reporting of 
breaches has been published.  The Deputy Community Services Manager (previously Governance & 
Data Protection Officer) drafted a data breach process.  However, this has not been approved and 
communicated.

Recommendation 5:
Approve and publish the data breach process on the Intranet, to ensure staff are aware of its 
existence and know what they have to do in the event of a potential data breach.

Agreed management action: 
Contrary to audit finding, there is a Data Breach 
Process i.e. guidance for reporting which runs to 4 
pages.

This is not a form for publication on the intranet, 
the policy is to contact the DPO who will deal with 
the breach.

There is also an internal data breach register – this 
has limited access by DPO as it is a controlled 
document.

In terms of staff awareness, this is covered during  
GDPR training which all staff have undergone.

Action – a redacted version of the Data Breach 
Process already in existence will be passed to 
Comms for circulation to all staff.

Risk exposure if not addressed:

 Staff are unaware of the policy and so do not comply with any of the stipulated requirements.

 Incidents of possible security breaches are not dealt with effectively because of the absence of 

Responsible manager for implementing: 
DPO
Date to be implemented: 
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clear lines of responsibility.

 Employees are not clear of their individual responsibilities.

 Increased likelihood of penalties being imposed.

August/2019
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5.3. Information - reliability and integrity of financial and operational information.

 ● High priority  

Audit finding Management response

(a) Records Management Procedures
A draft Records Management Procedure was produced in May 2016, however, it has not been 
approved. 

The Records Management procedures do not presently cover records:

 Received / held;

 Moved;

 Information captured; and

 Records retrieved and retained (i.e. the complete records lifecycle).

It is not possible to identify the whereabouts of individual records due to the large volume of 
records retained.

 The records management procedures state that it is subject to annual review and an audit of 
compliance should be carried out every 2 years there was no evidence of either having been done.

Raised in:
The Information Security and Records Management report issued in July 2015 - Recommendation 
– AR-C_095; and
The Information Security and Records Management report issued in July 2015 - Recommendation 
– AR-C_094.

Agreed management action: 
Contrary to audit finding there is an Information 
Management Strategy 2016-18.

Action: strategy to be reviewed, approved and 
published on the intranet.
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Recommendation 6:
The draft Records Management Procedure should be reviewed and updated if necessary prior to 
being authorised and published.  Following approval and authorisation it should be subject to 
regular review by the Data Protection Officer.

Risk exposure if not addressed:

 Records are not correctly classified and so not are not managed correctly;

 Records Management arrangements are inefficient and do not demonstrate value for money;

 Day to day security responsibilities are not covered;

 Information, data and supporting documentation are not held securely or kept in an 
appropriate condition resulting in damage to individual records.

 Storage of excessive data with consequent costs of storage;

 If retention arrangements are not reviewed documents may be held for longer than necessary.

Responsible manager for implementing: 
DPO/Head of Gov
Date to be implemented:
Dec/2019

 ● Medium priority  

Audit finding Management response

(b) Corporate and departmental record retention schedules identify what records should be 
retained and for how long. 

As already noted there is a draft retention schedule, listing retention periods for documents and 
records by individual department.  However, it has not been possible to ascertain when it was 
produced or last reviewed.

Records should be reviewed and disposed of in accordance with the relevant retention schedules 

Agreed management action: 
There is a draft schedule already in existence.

Action: this needs to be reviewed, refreshed, 
approved and published.
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but staff may not be aware of the timescales for keeping documents and records.

Recommendation 7:
The draft retention schedule should be reviewed and updated prior to being approved and issued.

Risk exposure if not addressed:

 Staff are unaware of the document retention periods and so do not comply with any stipulated 
requirements.

 Records are not correctly classified and so not are not managed correctly (for example where 
incorrect retention periods are followed.

Responsible manager for implementing: 
DPO
Date to be implemented:
Dec/2019
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 ● Advisory issue

Audit finding Management response

(c) Archived documents could be destroyed without appropriate authority
No records maintained of documents that have been destroyed.  Although there is a form to 
record  details of documents sent for shredding, evidence provided indicate the last time this 
process was used was in July 2016.

Recommendation 8:
Records should be maintained of documents that have been destroyed.  Disposal records should 
demonstrate that disposals have been made in accordance with the document retention and 
disposal policy.  Sufficient details should be recorded to enable identification of which records 
have been destroyed.

Agreed management action: 
There is a “Disposal of Records log” plus a 
destruction record on the Archive log, and a 
flowchart indicating process flow on how to 
dispose of records.

July 2016 was the last time there was a large 
disposal of records.  There has not been one done 
since, but archives are building up boxes of records 
to be destroyed and which will be done during this 
year following the laid down procedure.

Action: Ensure archiving log is complete with 
destruction date when sent to be destroyed.

Risk exposure if not addressed:

 There would be no record of what had been destroyed and who had authorised the 
destruction.

Responsible manager for implementing: 
DPO
Date to be implemented:
Mar/2020
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  ● Advisory issue

Audit finding Management response

(d) Approval and appraisal of retention or disposal of documents
Departmental managers are responsible for deciding what documents are archived as well as 
setting the destruction dates on the archive boxes.

However, the majority of boxes are labelled that they should not be destroyed.  Managers are 
responsible for reviewing the contents of archive boxes whenever an appraisal or destruction date 
is reached.  However, this action is rarely carried out.  Once records have been archived there is no 
evidence of any further action to confirm appropriate disposal action is completed.

Recommendation 9:
Managers should be reminded of the requirement to review the contents of archive boxes 
whenever appraisal / destruction dates are reached to ensure appropriate disposal action is 
undertaken. 

Agreed management action: 
Departmental managers are owners of their own 
data and should keep their own departmental log 
of records sent to archive.

Action: Send email out to all Managers reminding 
to review archived records and indicate if any are 
due for disposal. The “Archive Checklist” will be 
appended so managers are clear on archiving and 
disposal criteria.

Risk exposure if not addressed:

 Storage of excessive data with consequent costs of storage;

 Filing systems are inefficient and are not regularly reviewed, resulting in information not being 
quickly and easily retrievable.

Responsible manager for implementing: 
Head of Gov
Date to be implemented:
Oct/2019
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5.4 Security - safeguarding of assets. 
● Medium priority  

Audit finding Management response

(a) Unauthorised access to or unlawful processing or personal data
The Information and Communications Technology (ICT) administrators should only give access to IT 
systems following receipt of a written authorisation.  Testing confirmed that access was based 
more on experience of the requirements of job roles, rather than documents provided by 
managers.

ICT do not grant specific access levels to IT systems.  Each IT system has a systems administrator 
and this person is responsible for ensuring individuals have appropriate access to view and process 
personal data.

There is no evidence that records are retained confirming the authorities and permissions that 
have been granted.

Recommendation 10:
A register is created listing all systems and authorised users together with access/permission levels 
that have been granted.

Agreed management action: 
Believe the owner of this is IT dept to pull together 
a register of who has access to what.

HR to inform IT of leavers, and IT to ensure people 
do not have access to systems when people leave – 
this should not happen after a person’s login is 
deleted i.e. if unable to access Copeland servers 
due to log in deletion would a leaver be unable to 
access any systems anyway?

Action: Head of Gov to discuss audit rec with IT 
Manager and agree action to compile a register 
listing all systems and authorised users. Access 
levels on each system should also be reviewed.

Risk exposure if not addressed:

 Unauthorised users have access to, or unlawful processing of personal data.

Responsible manager for implementing: 
ICT Manager
Date to be implemented:
Mar/2019
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 ● High priority  

Audit finding Management response

(b) Information Sharing Agreements between departments and external organisations
CBC does not have a Central Register that records Information Sharing Agreements between 
departments or external organisations.

Testing indicated only four Information Sharing Agreements that had been set up with external 
bodies.

This issue was raised in the Information Security and Records Management report issued in July 
2015 - Recommendation – AR-C_096.

Recommendation 11:
A Central Register of Information Sharing Agreements should be set up and maintained.

Agreed management action: 
This was an action as part of GDPR project to 
compile a register and allocated to legal dept. 

Asst. solicitor has been actively working on this for 
a number of months by contacting all managers. 

So far, 4 have been found and put on register.  The 
low level of agreements found could be due to the 
data being contained elsewhere ie contracts.

Action: Legal assistant to continue work and 
complete register and satisfied that all ISA’s are 
captured.

Risk exposure if not addressed:

 The Council is not fully aware of the types and classifications of data which are being shared;

 Data sharing subject to challenge by the Information Commissioners Office;

 There is no guidance or appropriate authorisation required for establishing an Information 
Sharing Agreement;

 Information Sharing Agreements are established with external organisations without adequate 
controls in place as to how the external organisation will use the data.

Responsible manager for implementing: 
Assistant solicitor
Date to be implemented:
Date: Sept/2019
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 ● Medium priority  

Audit finding Management response

(c) Training for employees who process subject access and third party requests for personal 
data.

There is no formal training provided for staff responsible for processing subject access requests.  
Only on-the-job training is provided.

Recommendation 12:
A mandatory monitored training programme is produced for key employees responsible for 
processing subject access and third party requests for personal data.  There should be updates to 
the training to ensure that employees are kept updated with any changes in legislation.

Agreed management action: 
Only person responsible for SARs is the DPO. 
Currently overseen by Cliff Walker (former DPO) 
who has been trained.

Training has been sourced for the new DPO when 
she returns – this is a certified DPO course.

To quantify, there have been no SAR requests in 
the last 6 months, ie during 2019.  All SAR’s since 
2018 have been logged and were available to see 
as part of this audit.

Action: training will take place on return to work of 
new DPO – date to be confirmed

Risk exposure if not addressed:

 Employees are not clear of their individual responsibilities;

 Incorrect information may be given if employees are not aware of changes in legislation.

Responsible manager for implementing: 
DPO
Date to be implemented:
Dec/2019
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Audit Assurance Opinions
There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 
recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control

Recommendation Follow Up Arrangements:

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 
work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

 Medium priority recommendations will be followed with the responsible officer within the defined timescales.

 Advisory issues are for management consideration.


